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Moody's (NYSE:MCO) is a global integrated risk assessment firm that empowers organizations to
make better decisions. Its data, analytical solutions and insights help decision-makers identify
opportunities and manage the risks of doing business with others. We believe that greater
transparency, more informed decisions, and fair access to information open the door to shared
progress. With over 11,400 employees in more than 40 countries, Moody's combines an international
presence with local expertise and more than a century of experience in financial markets. Learn more
at moodys.com/about.

Moody's Corporation is comprised of two separate companies: Moody's Investors Service (MIS)
and Moody's Analytics (MA).

Moody's Investors Service (MIS) provides investors with a comprehensive view of global debt markets
through credit ratings and research. Moody's Analytics (MA) provides data, analytics, and insights to
equip leaders of financial, non-financial, and government organizations with effective tools to
understand a range of risks.
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Goals for This Session

Review the gaps in credit models revealed by the COVID-
19 Pandemic

Outline a cohesive credit risk framework that assesses
T emerging threats, such as cyber risk and climate hazards

o Review qualitative methods used in fundamental analysis
that overcome data challenges inherent in emerging risks

n

Use alternative data to describe the varying impact of

(D
&_J/ emerging risks across credit segments

Live Q&A
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Articulating the Impact of Emerging Risks on Credit

In the context of current approaches to modeling of credit

Fundamental Quan-ta-men-tal Quantitative

Analysis Credit Models

Based on analyst's expertise Based on statistical analysis

Considers nuanced aspects of each Automated and applicable to large portfolios

counterparty, along with terms and conditions Useful as early warning indicator
Useful in agency and internal ratings Useful with level setting across segments

Naturally incorporate emerging risks through Needed for regulatory reporting/accounting
qualitative overlay

Limitations:

Limitations: - Generic by their nature

- Difficult to update for portfolios with varying

- Challenged when environment deviates
characteristics

from historical patterns (emerging risks)

- Difficult to level set across segments
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| essons from Previous Crises

Overcoming challenges with modeling emerging risks

Traditional
Quantitative Credit
Models

Models used for loss projections,
IFRS9/CECL, stress testing.

Based on longer time series of data, at
lower frequencies, such as quarterly.

Broad-brush economic variables, unable

to differentiate industry impact.

Cyber Events

MOODY'S

Quantitative Emerging Risks Framework

Credit Risk Data

Higher frequency, name-level data captures cross-sectional patterns by
allowing for empirical analysis with segment granularity descriptive of the

emerging risk

Alternative Data

Mobility Indexes

Consumer Sentiment

Supply chain

Vulnerability to cyber events

Geo-location of climate hazards

The Global Risks

Report 2021

Supply-Chain Disruption

Emerging Threats

Trade Disputes

Infectious Diseases

Fundamental
Analysis

Emerging risks, by their very
nature, are new threats, for
which sufficient historical data
does NOT exist

In many cases, a qualitative
assessment can be applied
consistently across asset classes
and is an indispensable part of
risk analysis

Natural Disasters
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Modeling the Pandemic: Alternative Data
Traditional models cannot capture cross-sectional patterns
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'Irr:{égrporating Emerging Risks
within Credit Models: Lessons from
Sociological Reactions to COVID-
19

By Libor Pospisil, Tim Daly, Anna Labowicz, Mariano Lanfranconi, Mark Li,
Amnon Levy

LIABILITY MANAGEMENT, CAPITAL MEASUREMENT & PROJECTION, ECONOMETRIC MODELING, LIABILITY VALUATION
OOOOOOOOOOOOOOO

The world has changed. COVID-19’s progression has generated
wildly varied cultural, political, and socioeconomic reactions across
the globe.
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within Credit Models: Lessons from
Sociological Reactions to COVID-
19

By Libor Pospisil, Tim Daly, Anna Labowicz, Mariano Lanfranconi, Mark Li,
Amnon Levy

LIABILITY MANAGEMENT, CAPITAL MEASUREMENT & PROJECTION, ECONOMETRIC MODELING, LIABILITY VALUATION
OOOOOOOOOOOOOOO

The world has changed. COVID-19’s progression has generated
wildly varied cultural, political, and socioeconomic reactions across
the globe.

How to differentiate dynamics across industry segments?
Calibrate sensitivities of industry segments to measures of
Social distancing & the reaction of the population to the

Pandemic... MOBILITY INDEX

Consumer Sentiment...Proxied by EQUITY INDEX
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: Fundamental Analysis:
MST(?)ES%ESRVICE Bridging the Gap Between
Cyber and Credit



We are focused on extreme losses

Median Loss:
$196K

Events with losses over $20M _

-

8% of all losses are in this region

$100 $1K $10K $100K $1IM $10M $100M $1B $10B
Total Losses

Sources: VisibleRisk and Cyentia Institute
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41% of losses are
less than 1%
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1%

32% of losses are
1% to 10%

® %

10%

14% of losses are
10% to 100%

Y o8

100%

Losses as a Percent of Revenue

Losses as a Proportion of Revenue

14% of losses
exceed annual revenue

10,000%

Annual Revenue . Over S50M . Under S50M
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Attacks on global infrastructure

....becoming more frequent and disruptive

October 2019 - March 2020 — |  April 2020 — February 2021 — June 2021 —
Attack on Ir.1.d|a s largest Attack on Europg S .Electrlc Ransomware attack against ~ Eletrobras ransomware JBS halts
nuclear facility breaches IT Network Transmission Energias de Portugal attack on IT systems of operations after
network. Operator breaches IT impacts global IT network. nuclear power subsidiary. ransomware attack
network.

Feb 2020 — April 2020 — June 2020 — May 2021 —

Ransomware attack on US  Attack on Israeli water utility |CS-capable SNAKE Colonial pipeline halts

natural gas compression seek to disrupt water supply ransomware attack operations after

facility. during COVID epidemic. launched against Enel ransomware attack on IT

disrupt corporate networks

systems.
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Cyber risk heat map (February 2019)

Cyber risk levels and Moody’s-rated debt (in $trillion)
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Public disclosures offer little transparency

.....cyber disclosure does not accurately reflect risks, making it hard to incorporate into our

credit analysis

Does company disclose
discussion of cybersecurity
risk in the annual report or
notice of annual meeting?

No
1%

397 total responses

MOODY'S

Does the board identify
any board member with
cyber security
experience?

Does the company 10% breakdown:
disclose a requirement for )
the CSO to report to the The CSO reports directly to

board of directors? the full board (4%)
Yes The CSO reports directly to
10% a board committee that is at

least 75% independent (4%)

The CSO does not report in
person at formal board or
committee meetings (2%)
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Proprietary issuer data provides unique insight

....36% response rate achieved during a pandemic!

Cyber survey distribution by Rating Group

Surveys Surveys

Surveys

Sent Received % Received Declined % Declined
Financial Instit. 412 200 49% 29 7%
Corporate 2,315 648 28% 82 4%
Infrastructure 342 160 47% 19 6%
SubSov&Pub Fin 677 177 26% 10 1%
Sovereign 125 51 40% 6 5%
Structured Fin 60 16 27% 2 3%
Total 3,931 1,252 32% 148 4%
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Cyber survey case study — oil & gas

Oil and gas companies less likely to have completed tabletop simulation exercises and
cyber assessments of third-party vendors than corporate and banking peers

Percent of respondents by sector that have completed tabletop simulation Percent of respondents by sector requiring cyber assessment of third-party

exercises since May 2020

Oil and Gas
Aerospace

Real Estate
Chemicals
Gaming

Corporate Finance
Electric Utilities
Retail

Tech, Media, Telco
Business Services
Electric Utilities
Transportation

Banking

0%

MOODY'S

vendors

Oil and Gas
Electric Utilities
Chemicals
Aerospace
Transportation
Gaming

Real Estate
Corporate Finance
Retail

Tech, Media, Telco
Banking

80% 100% 0% 20% 40% 60% 80% 100%
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Cyber survey case study — healthcare

Healthcare issuers’ investment in cybersecurity is on par with state and local governments’
but trails other infrastructure sectors

Percent of total information technology budget allocated to cybersecurity

48 w2019 w2020
1.2%

10%
8%
%
A%

2%

0%

Elescing Utiibes

MFP Hospetal
Source: Mogdy s investars Sarvice, self-repovied issuer survey results

MOODY'S Credit Risks, Cyber, and Emerging Treats — June 2021 17



Meet stakeholder demand

In depth, cyber survey based sector reports gives issuers and investors a unique

benchmarking tool to hone their cyber analytical capabilities.
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Banks — Morth America
Cybersecurity strength rests on governance
and prevention

To assass Morth American barks' cybar sk praparadrass, we mneysd 29 banks In the
raghar?. Tha rasults shiow strong cybsar sk practicas but with sorma differsnoes soms what
ks otherwka 2 largaly homogansous sedtor. Cybarattacks poss financtal, eputational and
ragulatony risks for banks. Evidencs of waak gavemanca, b sk prevantion or poer response
and racovary raadinass would ba credit negative, with the implications of a suocsssful attack
raflacting fts natura, sevarity and durstion, &1L obsareations in this report ars based on our
survey rasults s donot rapresent 2 dafinftiva assassment of cybars ooty readiness.

v Cybargovernanca Is typlcally mara robust ot larger banks, Canadian banks and
US govarnmant-ralated Issuars [GRI5). Larga bardsd and Camadin banks abis rapart
grasbar uss of advarced cybar practicss. Rescurca allecation Is mena substartlal st banks
whana the chiaf iInformartion securty afficer (150 reports drsctly tothe C-sute

Most bank cybarsecurtty maragers report directly to the C-suits, which misss
amarangas and undarstanding of cyber risk. Most banks report at Lsast ore boerd mamber
wih oybar cradamials, but largs banks heve mora board- lewel epartka than mid-sies and
srmiall banks. Caradin banks and US CRis report to boards on oyber mom frequarntly than
U5 ragloral banks.

& Haad count and budget allecated to cybersecurity continue to grow. Crowth
i haad counk has coincked with matarial invwestrnant 1o help eroure that banks'

diitaliction afforts s sacure Thars b higher growth in full-tima cyber employeas and
cyber budgsts at banks whara tha C190 report s directly te the C-sute.

v Advanced cyberdafansa practicas ara in wide usa. Thems indude sophisticated
atarcias [lks rad bsamn kesting, with farmnal pracasses ba ramedizbe findings. Sophisticabad
practicas ara mona commen among langs banks and Canadian barks.

Cybarrisk asssssmants for ecterral suppliars ars alss widsly adoptad. Tra
ncludi partodicrevine and timaly netfication of cybersecurity Incdarts, wilnarabilkles,
patchas and mabwara affacting suppliars, highby relsvant in light of tha Sunburst sttad.

Cybarrisk transter ks acbersha and mitigates financial harm. shou: 30% of
riapordents have stardalons cyber nsurance with sxtenshe cowarsge, including businass
intamuption, kgal sattlments, regulztony fings and ransam paymeants.

s daoud adoption will grow. Cloud technology, which can ba mora sacwrs, b mad tha
et by Canadian barks srd srmall banks.
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Insurers, Insurance Brokers and Asset Managers — Global
Survey signals cybersecurity strength, with
some differences across sectors, regions

To assass Insurars’, neuranos brokers' ard asset managars' cyber risk prapamedrass, wa
surveyad 180 companies amms Morth Amerc and ntemationally, primarlyin Errope

Tha results Indicstn cybarsecurity strangth, as was the man for Morth American barks, but
with soma diffsrences scross sactors and reglons. Cyberattacks poss finandtal, raputational

and ragulatory risks for Insurers, Insurance brokses and asset menagers. Evdenca of waak
govarnancy, koo sk praventlon or poor raspenss and recovary rasdinass would ba credit
riagattvn, with the iImplicstiors of an attark depanding on Hs ratura, sevartty and duratlon
&l chsarvations in this rspert am basad on sur survey resubts and do rck reprasart 2.
dafinitive asssssmant of cybersacurty raadinass.

Cybar govarnanca is generally stronger at larger insurers, which report greater usa of
advancad cyber povamanca practioss. Morth Amaenicn Insurars abo reported higher usa of
advanoad practices than did Imernational rswers.

Smallar to medlum-stzad asset maragers' oyber praparedness has matured but lags

that of irsurars. Respordenis rapsrtod cybarssourtty govornancs, managemant and ovarall
cyber praparedrass thet s mora In lrs wikh smallsr insurarns,

Most cybarsecurity managers raport directly tothe C-sute, Incraasing companies’
awarermss and undarstanding of cyber risk. Larger Insurens and higher-rabed companies hava
maors boand- kel sspartise than smalker and lowar eked companias,

Hiring and budgat allocated to cybersacurt yars growing, Crowth in baad court bas
coircided with matertal Imrestment In cybemsearty.

Advaniced cyber datanse practices ara widespraad. Theas Inchide sophisticted eardses
Uka red taam testing, and ara maost commen among larger companies.

Cybar risk assessmants for actemal supply dhal idars are naarky unl Iy
adopted, and Important ghvan tha recant Sunburt and Micosoft sttacks. Marth Amarkan
nsurees wars mora Uksby te reguim thind partles o camy cyber nsaranca than ware
Inbarrak il Insurars.

Cybar risk transfer and coweraga is widaspread and mitigatas finandal harm. rHost
Morth American respondants have standalena cybar irsursnca, but & i ks pravalont cutside
Morth Amerim

‘Houd adoption will grow. Cleud techrology n be mom seours than on pramba data
storsge, and migration to tha doud will comtinus, raducing rallarics on sks Infratructura.
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@ VISIBLERISK

Our vision

Business leaders should be
equipped to understand and
confidently manage cybersecurity
risk, as clearly as financial risk
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What is the Challenge?

In 2020, VisibleRisk sponsored a study with the Cyentia Institute that
analyzed the 100 largest cyber loss events of the past 5 years. The
analysis found:

= The median loss for extreme incidents is $47M, with just over one-in-four exceeding $100M;
five events racked up $1B or more in losses.

= Apart from hard costs, 27 events were reported in U.S. Securities and Exchange Commission
(SEC) filings, 25 triggered executive changes, and 23 prompted government inquiry.

= Firms that mishandle the incident response process show costs that are nearly 2.8 times
larger than those without signs of poor response.

Events with losses over $20M

8% of all losses are in this region

$100 $1K $10K $100K $1M S10M $100M $1B $10B
Total Losses

® vl s I B I_E R I S K © 2021 Cyber Assessments, Inc. All Rights Reserved. Confidential - Not for Further Redistribution

BOARD
Are we fulfilling our governance responsibilities for cyber risk?

Would the loss from a cyber event be material to our company?

CEO

How do we evaluate our security performance? How do we
compare to peers?

CFO

Are we spending the right amount on our security program?

CRO

How do we measure and manage cyber risk effectively?

Do we have the right amount and type of cyber risk insurance?

AUDIT

How do we evaluate the efficacy of the security program?

CISO

How can cybersecurity be treated as a business issue?

How can we get the support we need for the security program?




Threat Capability Evaluation

Threat Communities

)

Nation State Attackers

State-Sponsored
Cyber Criminals

Cyber Criminals
(Financial Motivation)

Cyber Criminals
(Social Motivation)

Opportunists

General Internet Users

Non-Privileged

Insiders

Privileged Insiders

Cyber Capability
Innovative

Advanced

Intermediate

Medium
Low

Very Low

® VIS I BLE R I S K © 2021 Cyber Assessments, Inc. All Rights Reserved. Confidential - Not for Further Redistribution

These capabilities are the most effective at combating advanced
attackers and insiders.

High-performing capabilities that are competitive against the higher
grades of attackers an organization may experience including
privileged insiders.

Capabilities that are competent at repelling most
criminal attacks and insiders.

Capabilities that are somewhat competent at repelling criminal
attacks, but good at keeping most non-professionals out (internally
and externally).

Capabilities with very little ability to repel attacks, except
those that are very unsophisticated.

The least effective capabilities. Typically those that are administrative
or policy-only and not supported by automation or technical
implementation.

21



Rating Formula High Level View

COLLECTED DATA PEER BENCHMARKING SCENARIO ANALYSIS CYBER RISK RATING

Cyber Security Data

e OQutside
* Inside
* Intelligence

Business Info

* Financial Profile
« Operational Profile

Security Program

« Surveys
e Interviews
* Benchmarks

Loss Modeling

« Attack Probability
» Historical Claims Data
» Historical Breach Data

Proprietary Aggregation
and Weighting Model

Aggregated metrics are derived
from a variety of collected

data points and benchmarked
against the peer group

Expert Quantification

How companies fare across
various metrics dictates where
they sit, relative to their peers,
in a given loss curve

® VIS I BL E R I S K © 2021 Cyber Assessments, Inc. All Rights Reserved. Confidential - Not for Further Redistribution

@

Peer Group

Governance & Attacker
Scores

$200M-$500M

Loss Scenarios

Applied
Methodology

CRXx

Our rating is based on the results
of all risk scenarios, cyber metrics,
cultural analyses, budget analyses
and threat profile analyses
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Cyber Scenario Modeling

Business N Our scenario modeling starts with
i a series of demographic data points,
Interruption > then aligns them to a sequencing of
progressively decomposed scenarios
Data > that start at high-level, board-friendly
. categories and integrates well-known
Disclosure > cybersecurity frameworks.

~
Fraud e —— Aligned to Basel Il - an internationally
recognized ERM framework

Includes mappings to cybersecurity
frameworks: MITRE ATT&CK, NIST
CSF, CIS, and others

»
»

Example detailed mapping from Basel Il Framework to MITRE ATT&CK

These categories facilitate financial
loss conversations around capital
CR Category . .

allocations, risk tolerance, and cyber

L4
BUSINESS DISBR?J?,'TNIS‘ZSAND SYSTEMS EXTERNAL SOMWARE Insurance
INTERRUPTION e SECURITY HACKING DAMAGE AN
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Materiality and Risk Appetite

This chart shows the difference between
cyber losses by type, as an aggregate, taking
into account cyber defense and resiliency
capabilities. All losses are likely not to exceed
the financial materiality threshold ($180M).

$200M
$
$150M Mat]ri?lit(y) Meshold
$100M
$50M
$OM

Aggregate Business Interruption  Data Disclosure Fraud

This chart takes into account data disclosure, fraud and business interruption
aggregate losses at the 95th percentile to the determine The Company’s liability.

$0M < Insurance Coverage < $100M

,_|_| Coverage Breakdown

$O M Security and privacy incident expense
Deductible Card replacement

2

4 Digital asset loss

a3 $290M g

el 95¢ Percentile Loss  Cyber extortion

)

<

n Business interruption and associated costs

g $100M

= Aggregate limit Contingent business interruption

< of liability

e

n

o

Reputational damage

$1 90M Regulatory fines

Gap
Silent Cyber*

$0 $200 $400 $800
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Loe0898a6,, CR1

__________________________________________________________________________ cR2 LEADERS
Governance Risk Mgmt. Attacker I
C R4 C R3 C R5 ‘ R4 @ Company Rating
CRS TYPICAL
Exposure RATING S 00000ma000a0a0
CR6
$100M $75M
COMPANY PEER LAGGARDS
Business Exposure LOST REVENUE
76%
Interru ption Brand Reputation Impact $25M SIItET ?
Company has
approximately $25M of . ESE}SNSES
exposure due to cyber Compliance Impact
disruption events.
FINES 0
4%
Data Exposure ...
Disclosure Brand Reputation Impact $1 5M

Company has
approximately $15M
of exposure due to
disclosure of Privacy
Information.

Fraud

Company has
approximately $5M

of fraud exposure largely
due to gaps in financial
controls associated with
invoice processing.

HIGH

Compliance Impact

FINES
43%

EXPENSES
10%

Exposure
$5M e . LOST REVENUE

Brand Reputation Impact 95%

Compliance Impact

FINES < EXPENSES
4% el . 1%

Insurance
Summary

Coverage Breakdown

Security & Privacy Incident Expense (V]

Digital Asset Loss

Cyber Extortion

Contingent Business Interruption

Culture of Security

Outcome

Span of Control

3.3 fiii
Risk Management Dep

4.28 fififi
Security Team

6.88 fiffiiti

Information Technology

Investment

Red Team Testing
Sufficient budget allocated
to conduct formal and
reoccurring red team tests

Identity Provider

Sufficient budget allocated
to enable proper identity and
access management

$10M $100M  $90M
AGGREGATE LIMIT 95TH LOSS GAP
OF LIABILITY
Business Interruption 0
) and Associated Costs
® Reputational Damage S
) Regulatory Fines o
Silent Cyber (2]
10+ years Under 2
33% years
5%
6-10
years 2-6 ye::/s
1% 51%
Steps to CEO
1 2 3
CEO
Average Client
10% 13%

Total budget in comparison to tech budget

EDR Product

Sufficient budget allocated
to deploy and operate a full
suite of endpoint protections

Pervasive MFA
Sufficient budget allocated

to implement and operate
a widely deployed MFA solution

Threat Profile

»~ Threat Communities

n Nation State Attackers % g
) State-Sponsored Cyber Criminals E E T
Cyber Criminals (Financial Motivation) g, g I

Cyber Criminals (Social Motivation) § E_é

Opportunists

General Internet Users

Third Party Risk

83

Risk-based
Approach

Onboarding
Process Overall Score

n O ©
Oversight

Key Insights

Increase red team capability

Increase security touchpoint with board
of directors

Embed security in business units

Attacker
Capability

91% to 99%
80% to 97%
70% to 85%
50% to 75%
40% to 70%
0% to 40%

58

Continuous
Monitoring

90

Due
Diligence

81

Inventory
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VisibleRisk Values

Holistic

We collect, analyze, and
validate relevant external
and internal data across
multiple security and
business dimensions.

Business-focused

We translate cyber risk by
framing it in financial terms
and providing a meaningful
peer benchmark.

® vl s I B I_E R I S K © 2021 Cyber Assessments, Inc. All Rights Reserved. Confidential - Not for Further Redistribution

Transparent

We provide complete visibility
into our ratings methodology.
Focusing on assessment, and
not remediation, maintains our
integrity and independence.
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Peer Group Analysis: Selected Tiers

Organizations will be compared to one or more of the following groupings of similar organizations.
This is used to determine relative risk compared to an organization's peers.

Cluster

Selection of organizations grouped
by granular NAICS codes, in the
same geo location and slightly
expanded size.

Data Disclosure, Fraud and Business Interruption

Sector

Organizations operating in the same
macro NAICS group across the globe

~
N
v

® VISI BI_E R I s K © 2021 Cyber Assessments, Inc. All Rights Reserved. Confidential - Not for Further Redistribution

Cohort

Organizations that look the most like the
target organization, grouped by granular
NAICS codes in the same geographical
location and with very similar size.

Region

Organizations that operate in the
same macro NAICS group code in
the same geographic region.

Global

All organizations matching 1) Industry
classification, 2) Geography, and/or 3)
organizations that have experienced an
incident by type
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Data Collection - Fidelity vs. Effort

A holistic assessment requires a variety of data collection approaches and sources

A
Inside Validated
Information alldate Empirical Tests
Non-intrusive attack
simulations that test
enterprise security
capabilities
Data Collectors
As we collect more Proprietary tools that
data directly from the collect data via API from
assessed company’s existing cybersecurity
. - and enterprise risk
> network our confidence itetlf tati Self Provided Data platformsp
E measure will increase estation Existing artifacts such
d as company logs,
E policies, assessments,
i solutions and
ClLiEliz . Surveys and configurations.
Information Interviews
Conducted across
External Scans and security and risk )
Datasets man_agement functions —
Scoping exercise for prov@es back test
engagement — provides baseline for tool output
critical attack surface
metrics and historical
loss data context
EFFORT >

® vl s I B I_E R I S K © 2021 Cyber Assessments, Inc. All Rights Reserved. Confidential - Not for Further Redistribution
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Cyber Events and Their Impact on Credit Risk

Select types of cyber events and sources of the resulting loss

Confidential Data Breach System Failure Malicious Activity Or Ransomware Theft of IP or Technology
A Single Company Event Large-Scale Event
Equifax 2017, Marriott 2018 SolarWinds 2020, WannaCry 2017, Net Petya 2016,
Disruption of the company’s core business Recovery costs Legal costs Damaged reputation
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Cyber Events and Their Impact on Credit Risk

Select types of cyber events and sources of the resulting loss

Confidential Data Breach System Failure Malicious Activity Or Ransomware Theft of IP or Technology

A Single Company Event Large-Scale Event
Equifax 2017, Marriott 2018 SolarWinds 2020, WannaCry 2017, Net Petya 2016,

Disruption of the company’s core business Recovery costs Legal costs Damaged reputation

How can cyber events change the creditworthiness of affected companies?

https://www.moodys.com/research/Moodys-

)
¢ |mpaCt EDFS MOODYS pIaces—SoIarWind.s—ratinqs—on—review—for—
) ) . |NVESTORS SERVICE December 2020 downgrade-following-announcement--PR_437591
» Contribute to rating reviews : ) ] , _
Rating Action: Moody's places SolarWinds' ratings on review for downgrade

» Lead to corporate bankruptcies following announcement of cyberattack

June 2019: Medical testing giants Quest Diagnostics and LabCorp announced...that personal and medical information of about 19.4
OIS hillion patients had been compromised due to a breach of American Medical Collection Agency (AMCA), their billing collections vendor.

https://www.forbes.com/sites/taylorarmerding/2019/

e ooy mecanenreizizicin - Retrieval-Masters Creditors Bureau Inc., which does business as AMCA, filed for Chapter 11 bankruptcy protection

third-party-insecurity/?sh=7ce624216111
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When do Markets React to Cyber Events?

Using EDFs to quantify the real-time market reaction

EDF
0.05%

0.04%
0.03%
0.02%
0.01%

0.00%

2
’19'\
C

QQ/

— Equifax
US Corporates
US Business Services

Cyber Event

0.033%
Cyber Event
W ]

-
A 0.02%
A Qo)
AN i
$ Q
VQ (,)Q/
A 4 A 4

= SolarWinds

US Corporates EDF
US Computer Software 0.1%
Cyber Event 0.1%
1.1%
0.1%
0.0%
A
’y 0.0%
0.4%
0.0%
/\
N S S o
3V N % S
o G @ WO
N KX J
\4

— Marriott
US Corporates
US Hotels

Cyber Event

What differentiates the magnitudes of impact?

! !

Confidential data breach (retail
customers) in a company’s core
business

MOODY'S

!

Malicious activity: hackers used a SolarWinds

software update, and its core business, to access
the IT systems of hundreds of customers, ranging

from corporations to government agencies

Confidential data breach (retail
customers) in a hotel chain

Credit Risks, Cyber, and Emerging Treats — June 2021 33



Quantitative Modeling of a Cyber Event Impact
Challenges: Data sparsity & heterogeneous nature of cyber events

] Type & nature of
Cyber Event Scenario the cyber event

MOODY'S Credit Risks, Cyber, and Emerging Treats — June 2021 34



Quantitative Modeling of a Cyber Event Impact
Challenges: Data sparsity & heterogeneous nature of cyber events

] Type & nature of
Cyber Event Scenario the cyber event

Translate the cyber event into a
shock to a credit risk factor

Quantitative

Credit Model
Sensitivity of a company or of an
industry segment to the cyber event

Cross-Sectional
Overlay

Proiection Probabilities of default for a credit
J portfolio under the cyber event
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Quantitative Modeling of a Cyber Event Impact
Challenges: Data sparsity & heterogeneous nature of cyber events

: Type & nature of Data & Calibration
Cyber Event Scenario the cyber event

EDF / Asset Return Data

_ . Accounting Approach — Losses
Translate the cyber eventintoa Relative to Company Size

shock to a credit risk factor

Other data: equity prices (used in

Quantitative academic literature), CDS, Rating
Credit Model Changes, Defaults
Sensitivity of a company orofan
industry segment to the cyber event - Alternative Data
Cross-Sectional Segment / company cdata — past
Overlay incidents, surveys, fundamental

analysis
. . Probabilities of default for a credit
Projection :
portfolio under the cyber event o
Qualitative Assessment
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Alternative Data for Cyber Risk

Searching for measures of segments’ sensitivity to cyber events

Ponemon Survey (2017)
Annualized Cost of Cyber Crime, Global
Sample, 254 organizations

MIS — Cyber Risk Heatmap (2019)
Qualitative Assessment

Verizon Dataset of Cyber Incidents
32,000 Incidents Over 2020, Global Dataset.

Industry Number of Past Cyber Events Industry Cost per

S S i Sector Vulnerability  Impact
. ehg” € ; et Web Application Internal Crimeware . eh%mEI;It - Irm-year

or challenges or cross-inaustry = or challenges or cross-inaustry HIH H

comparisons, see the report Compromlsed Errors Ransomware comparisons, see the report Million USD HOSPItElS HIGH HIGH
Accommodation | Financial services s Midical Dasiees HIGH AL
Administrative | 5 Utilities and energy . 17

Construction | 10 Aerospace and defense e 14

Educatlf)n | 179 Technology and software [N 13 Banks HIGH HIGH
Erltertalnment | 35 Healthcare e

:na;:;e i 63 Services I 11

ealthcare ] 192 Industrial/manufacturing [ 10 Basic Commodities  Low LOW

Information e 403 Retail ] 9

Manufacturing s 393 . Consumer Products MeDIUM LOW

.. . Public sector - 8

Mining+Utilities | 21 )

Other Services | 15 Transportation . / Lodging, Gaming HIGH MEDIUM
Professional [ 135 Consumer products - 7

Public 800 Communications ] 7 Manufacturing HIGH MEDIUM
Real Estate 1 Life science - 6 )

Retail | 55 Education N 5 Oil & Gas LOW MEDIUM
Transportation | 24 Hospitality I 5

Constructing a segment-level score of sensitivity to cyber events

MOODY'S
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Quantifying a Cyber Scenario

Cross-sectional impact of a large-scale attack on credit

Cyber scenario calibrated to three
times WannaCry or Not Petya
ransomware attacks

* The segments with the most
pronounced PD shocks include
HEALTHCARE and FINANCE

* On the other hand, segments such
as REAL ESTATE see little impact

MOODY'S

5.0%
4.5%
4.0%
3.5%
3.0%
2.5%
2.0%
1.5%
1.0%
0.5%
0.0%

Projected Annualized Cumulative PD

Cyber
Event

Launch-Off Quarter 1

Date

Quarter 2

Resiliency of companies

Quarter 3

that recover from the
cyber event

Quarter 4

—— Accommodation

- Construction
Education
Entertainment

= = Finance

= =-Healthcare

— |nformation

—— Manufacturing

—— Mining+Utilities

—— Professional
Real Estate
Retail

——Transportation
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Quantifying Emerging Threats: Climate Hazards
Natural disasters and affected firms post-event excess asset returns

MOODY'S

0O 2 4 6 8 10 12
Weeks post event

Storm

1
[ [
— —
- -
- -1 -—
[0) [0)
— —
(7)) (7))
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O -21 0]
(&) (&)
x x
i i

3 -3

Cyclone Drought*
—_ O ---------------------------
)
£
S -21
gy
(O]
—
)]
@ 41
(>'<) *Agriculture, forestry,
L food&bev. only
-6
2 4 6 8 10 12 O 2 4 6 8 10 12

Weeks post event Weeks post event

Agriculture, Forestry & Food and Beverage -
Construction 1

Materials, Energy & Utilities

Real estate 1

Services & Retalil

All industries -

-5.0 -2.5 0.0 2.5
Excess return, 10 weeks post event

Ozkanoglu, O., Milonas, K., Zhao, S.,
Brizhatyuk, D., “An Empirical
Assessment of the Financial Impacts
of Climate-related Hazard Events”
Moody’s Analytics Research Paper,
December 2020.
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Credit Assessments and Emerging Threats
By their nature require articulation using alternative data

Fundamental 68'“% Quantitative Credit
Analysis Day Models

427 Issuer Proiéile Scores

Panden;ic Credit MIS SiJrvey _ » _ .
Data & Analytics VisibleRisk Vigeo Eiris ' Orbis, Grid

Cortg:ra

Cyber ESG

“if you’'ve seen one pandemic, you've seen ...
one pandemic.” Adam Kucharski
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