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Moody’s (NYSE:MCO) is a global integrated risk assessment firm that empowers organizations to 
make better decisions. Its data, analytical solutions and insights help decision-makers identify 
opportunities and manage the risks of doing business with others. We believe that greater 
transparency, more informed decisions, and fair access to information open the door to shared 
progress. With over 11,400 employees in more than 40 countries, Moody’s combines an international 
presence with local expertise and more than a century of experience in financial markets. Learn more 
at moodys.com/about.

Moody’s Corporation is comprised of two separate companies: Moody’s Investors Service (MIS) 
and Moody’s Analytics (MA).

Moody’s Investors Service (MIS) provides investors with a comprehensive view of global debt markets 
through credit ratings and research. Moody’s Analytics (MA) provides data, analytics, and insights to 
equip leaders of financial, non-financial, and government organizations with effective tools to 
understand a range of risks.
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Review the gaps in credit models revealed by the COVID-
19 Pandemic

Live Q&A

Outline a cohesive credit risk framework that assesses 
emerging threats, such as cyber risk and climate hazards

Review qualitative methods used in fundamental analysis 
that overcome data challenges inherent in emerging risks

Goals for This Session

Use alternative data to describe the varying impact of 
emerging risks across credit segments

3
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- Based on analyst’s expertise
- Considers nuanced aspects of each 

counterparty, along with terms and conditions
- Useful in agency and internal ratings 
- Naturally incorporate emerging risks through 

qualitative overlay

Limitations:
- Difficult to update for portfolios with varying 

characteristics
- Difficult to level set across segments

Fundamental 
Analysis

- Based on statistical analysis
- Automated and applicable to large portfolios
- Useful as early warning indicator
- Useful with level setting across segments
- Needed for regulatory reporting/accounting

Limitations:
- Generic by their nature
- Challenged when environment deviates 

from historical patterns  (emerging risks)

Quantitative 
Credit Models

Articulating the Impact of Emerging Risks on Credit
In the context of current approaches to modeling of credit

Quan·ta·men·tal
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Lessons from Previous Crises
Overcoming challenges with modeling emerging risks

Traditional 
Quantitative Credit 
Models
Models used for loss projections, 
IFRS9/CECL, stress testing.

Based on longer time series of data, at 
lower frequencies, such as quarterly.

Broad-brush economic variables, unable 
to differentiate industry impact.

Fundamental 
Analysis
Emerging risks, by their very 
nature, are new threats, for 
which sufficient historical data 
does NOT exist

In many cases, a qualitative 
assessment can be applied 
consistently across asset classes 
and is an indispensable part of 
risk analysis 

Quantitative Emerging Risks Framework
Credit Risk Data 
Higher frequency, name-level data captures cross-sectional patterns by 
allowing for empirical analysis with segment granularity descriptive of the 
emerging risk

Alternative Data 
Mobility Indexes
Consumer Sentiment
Supply chain 
Vulnerability to cyber events
Geo-location of climate hazards

Cyber Events Supply-Chain Disruption Trade Disputes Infectious Diseases Natural Disasters

Emerging Threats

5
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Modeling the Pandemic: Alternative Data
Traditional models cannot capture cross-sectional patterns
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Modeling the Pandemic: Alternative Data
Traditional models cannot capture cross-sectional patterns

How to differentiate dynamics across industry segments?
Calibrate sensitivities of industry segments to measures of 
• Social distancing & the reaction of the population to the 

Pandemic… MOBILITY INDEX
• Consumer Sentiment…Proxied by EQUITY INDEX -100
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Fundamental Analysis: 
Bridging the Gap Between 
Cyber and Credit 
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We are focused on extreme losses

Sources: VisibleRisk and Cyentia Institute



Credit Risks, Cyber, and Emerging Treats – June 2021 10

Who are the External Actors?
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Losses as a Proportion of Revenue
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….becoming more frequent and disruptive
Attacks on global infrastructure

October 2019 –
Attack on India’s largest 
nuclear facility breaches IT 
network.

March 2020 –
Attack on Europe’s Electric 
Network Transmission 
Operator breaches IT 
network.

April 2020 –
Ransomware attack against 
Energias de Portugal 
impacts global IT network.

April 2020 –
Attack on Israeli water utility 
seek to disrupt water supply 
during COVID epidemic.

Feb 2020 –
Ransomware attack on US 
natural gas compression 
facility.

June 2020 –
ICS-capable SNAKE 
ransomware attack 
launched against Enel 
disrupt corporate networks

February 2021 –
Eletrobras ransomware 
attack on IT systems of 
nuclear power subsidiary.

May 2021 –
Colonial pipeline halts 
operations after 
ransomware attack on IT 
systems.

12

June 2021 –
JBS halts 
operations after 
ransomware attack 
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Cyber risk heat map (February 2019)

Source: Moody’s Investors Service

Cyber risk levels and Moody’s-rated debt (in $trillion)
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Public disclosures offer little transparency
…..cyber disclosure does not accurately reflect risks, making it hard to incorporate into our 
credit analysis

397 total responses

Does company disclose 
discussion of cybersecurity 
risk in the annual report or 
notice of annual meeting?

10% breakdown:

The CSO reports directly to 
the full board (4%)

The CSO reports directly to 
a board committee that is at 
least 75% independent (4%)

The CSO does not report in 
person at formal board or 
committee meetings (2%)

Does the board identify 
any board member with 

cyber security 
experience?

Does the company 
disclose a requirement for 
the CSO to report to the 

board of directors?
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Proprietary issuer data provides unique insight

Cyber survey distribution by Rating Group

LOB Surveys 
Sent

Surveys 
Received % Received Surveys 

Declined % Declined

Financial Instit. 412 200 49% 29 7%
Corporate 2,315 648 28% 82 4%
Infrastructure 342 160 47% 19 6%
SubSov&Pub Fin 677 177 26% 10 1%
Sovereign 125 51 40% 6 5%
Structured Fin 60 16 27% 2 3%
Total 3,931 1,252 32% 148 4%

….36% response rate achieved during a pandemic!
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Oil and gas companies less likely to have completed tabletop simulation exercises and 
cyber assessments of third-party vendors than corporate and banking peers

Moody's Investors Service, self-reported issuer survey results

Cyber survey case study – oil & gas

Percent of respondents by sector that have completed tabletop simulation 
exercises since May 2020 
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Percent of respondents by sector requiring cyber assessment of third-party 
vendors



Credit Risks, Cyber, and Emerging Treats – June 2021 17

Healthcare issuers’ investment in cybersecurity is on par with state and local governments’ 
but trails other infrastructure sectors

Cyber survey case study – healthcare

Percent of total information technology budget allocated to cybersecurity
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Meet stakeholder demand

18

In depth, cyber survey based sector reports gives issuers and investors a unique 
benchmarking tool  to hone their cyber analytical capabilities.  



Business leaders should be 
equipped to understand and 
confidently manage cybersecurity 
risk, as clearly as financial risk

A joint venture by

Our vision
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BOARD

Are we fulfilling our governance responsibilities for cyber risk?’ ’ 
Would the loss from a cyber event be material to our company?

CEO

How do we evaluate our security performance? How do we 
compare to peers?
’ ’ 

CFO

Are we spending the right amount on our security program?’ ’ 
CRO

How do we measure and manage cyber risk effectively?’ ’ 
Do we have the right amount and type of cyber risk insurance?

AUDIT

How do we evaluate the efficacy of the security program?’ ’ 
CISO

How can cybersecurity be treated as a business issue?’ ’ 
How can we get the support we need for the security program?

What is the Challenge?
In 2020, VisibleRisk sponsored a study with the Cyentia Institute that 
analyzed the 100 largest cyber loss events of the past 5 years. The 
analysis found:

▪ The median loss for extreme incidents is $47M, with just over one-in-four exceeding $100M; 
five events racked up $1B or more in losses.

▪ Apart from hard costs, 27 events were reported in U.S. Securities and Exchange Commission 
(SEC) filings, 25 triggered executive changes, and 23 prompted government inquiry.

▪ Firms that mishandle the incident response process show costs that are nearly 2.8 times 
larger than those without signs of poor response.
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Threat Capability Evaluation

Threat Communities Cyber Capability

Innovative

Intermediate

Advanced

Very Low

Medium

Low

These capabilities are the most effective at combating advanced 
attackers and insiders.

Capabilities that are competent at repelling most 
criminal attacks and insiders. 

Capabilities with very little ability to repel attacks, except 
those that are very unsophisticated.

High-performing capabilities that are competitive against the higher 
grades of attackers an organization may experience including 
privileged insiders.

Capabilities that are somewhat competent at repelling criminal 
attacks, but good at keeping most non-professionals out (internally 
and externally).

The least effective capabilities. Typically those that are administrative 
or policy-only and not supported by automation or technical 
implementation.

Cyber Criminals 
(Financial Motivation)

State-Sponsored 
Cyber Criminals

Nation State Attackers

Cyber Criminals 
(Social Motivation)

Opportunists

General Internet Users

1

2

3

4

5

6

N
on

-P
riv

ile
ge

d 
In

si
de

rs
Pr

iv
ile

ge
d 

In
si

de
rs



2222© 2021 Cyber Assessments, Inc. All Rights Reserved. Confidential - Not for Further Redistribution

• Outside
• Inside
• Intelligence

Cyber Security Data

COLLECTED DATA CYBER RISK RATINGPEER BENCHMARKING SCENARIO ANALYSIS

• Financial Profile
• Operational Profile

Business Info

• Surveys
• Interviews
• Benchmarks

Security Program

• Attack Probability
• Historical Claims Data
• Historical Breach Data

Loss Modeling

Aggregated metrics are derived 
from a variety of collected 
data points and benchmarked 
against the peer group

Proprietary Aggregation 
and Weighting Model

How companies fare across 
various metrics dictates where 
they sit, relative to their peers, 
in a given loss curve

Our rating is based on the results 
of all risk scenarios, cyber metrics, 
cultural analyses, budget analyses 
and threat profile analyses 

Expert Quantification

Applied 
Methodology

Peer GroupCompany

Governance & Attacker 
Scores

CRx

Loss Scenarios

$200M-$500M

Rating Formula High Level View

8231
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Cyber Scenario Modeling

Example detailed mapping from Basel II Framework to MITRE ATT&CK

BUSINESS 
INTERRUPTION

CR Category

BUSINESS
DISRUPTION AND 

SYSTEM FAILURES

L1

SYSTEMS 
SECURITY

L2

EXTERNAL 
HACKING DAMAGE

L3

RANSOMWARE

L4

Our scenario modeling starts with 
a series of demographic data points, 
then aligns them to a sequencing of 
progressively decomposed scenarios 
that start at high-level, board-friendly 
categories and integrates well-known 
cybersecurity frameworks.

Aligned to Basel II - an internationally 
recognized ERM framework

Includes mappings to cybersecurity 
frameworks: MITRE ATT&CK, NIST 
CSF, CIS, and others

These categories facilitate financial 
loss conversations around capital 
allocations, risk tolerance, and cyber 
insurance

Business 
Interruption

RANSOMWARE

WEBSITE DOS

Data 
Disclosure

Fraud

BREACH OF PII

LOSS OF IP

BUSINESS EMAIL 
COMPROMISE

WIRE FRAUD
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Materiality and Risk Appetite
This chart shows the difference between 
cyber losses by type, as an aggregate, taking 
into account cyber defense and resiliency 
capabilities. All losses are likely not to exceed 
the financial materiality threshold ($180M).

$290M

$190M

95th Percentile Loss

Gap

$100M
Aggregate limit 
of liability

$0M
Deductible

Security and privacy incident expense

Card replacement

Digital asset loss

Cyber extortion

Business interruption and associated costs

Contingent business interruption

Reputational damage

Regulatory fines

Silent Cyber*

Coverage Breakdown 

This chart takes into account data disclosure, fraud and business interruption 
aggregate losses at the 95th percentile to the determine The Company’s liability. 

$180M
Materiality Threshold



Brand Reputation Impact

LOW MED HIGH

LOW MED HIGH

FINES
4%

EXPENSES
20%

LOST REVENUE
76%$25M

$19.0M

$1.0M $5.0M

$15M
Exposure

$5M
Exposure

FINES
43%

$7.0M

$6.5M 

$1.5M

EXPENSES
10%

$0.1M

$0.2M

$4.7M

Business 
Interruption
Company has 
approximately $25M of 
exposure due to cyber 
disruption events.

Data 
Disclosure
Company has 
approximately $15M 
of exposure due to 
disclosure of Privacy 
Information.

Fraud
Company has 
approximately $5M 
of fraud exposure largely 
due to gaps in financial 
controls associated with 
invoice processing.

Compliance Impact

Brand Reputation Impact

LOW MED HIGH

LOW MED HIGH

Compliance Impact

Brand Reputation Impact

Compliance Impact

FINES
4%

LOST REVENUE
95%

EXPENSES
1%

LOW MED HIGH

MEDLOW HIGH

Security & Privacy Incident Expense

Digital Asset Loss

Cyber Extortion

Contingent Business Interruption

$10M $100M $90M
AGGREGATE LIMIT 
OF LIABILITY

95TH LOSS

Insurance 
Summary

Business Interruption 
and Associated Costs

Reputational Damage

Regulatory Fines

Silent Cyber

Coverage Breakdown

?

Culture of Security
Outcome

6-10 
years
11%

2-6 years
51%

10+ years
33%

Under 2 
years

5%

3.3

Steps to CEO

Span of Control

4.28

Risk Management Dep

Security Team

6.88
Information Technology

1 2 3

CEO CRO CISO

Average
10%

Total budget in comparison to tech budget

Investment

Red Team Testing
Sufficient budget allocated 
to conduct formal and 
reoccurring red team tests

EDR Product
Sufficient budget allocated 
to deploy and operate a full 
suite of endpoint protections

Identity Provider
Sufficient budget allocated 
to enable proper identity and 
access management

Pervasive MFA
Sufficient budget allocated 
to implement and operate 
a widely deployed MFA solution

Key Insights

Third Party Risk

83
Risk-based 
Approach

68
Onboarding 
Process

79
Oversight

58

90

81

79
Overall Score

Threat Profile

Continuous 
Monitoring

Due 
Diligence

Inventory

Client
13%

GAP

Increase red team capability

Increase security touchpoint with board 
of directors

Embed security in business units

Threat Communities
Attacker 
Capability

1 Nation State Attackers 91% to 99%

2 State-Sponsored Cyber Criminals 80% to 97%

3 Cyber Criminals (Financial Motivation) 70% to 85%

4 Cyber Criminals (Social Motivation) 50% to 75%

5 Opportunists 40% to 70%

6 General Internet Users 0% to 40%
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Governance

CR4
Risk Mgmt.

CR3 CR4
RATINGExposure

$100M

Attacker

CR5

$75M
COMPANY PEER

Peer Rating

Company Rating

Exposure

EMERGING OUTPERFORMESTABLISHED

CR1

CR2

CR5

CR6

CR7

CR8 LAGGARDS

TYPICAL

LEADERS

CR4

CR3
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VisibleRisk Values

Holistic
We collect, analyze, and 
validate relevant external 
and internal data across 
multiple security and 
business dimensions.

Business-focused
We translate cyber risk by 
framing it in financial terms 
and providing a meaningful 
peer benchmark. 

Transparent
We provide complete visibility 
into our ratings methodology. 
Focusing on assessment, and 
not remediation, maintains our 
integrity and independence.
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Organizations will be compared to one or more of the following groupings of similar organizations. 
This is used to determine relative risk compared to an organization's peers.

Cohort
Organizations that look the most like the 
target organization, grouped by granular 
NAICS codes in the same geographical 
location and with very similar size.

Region
Organizations that operate in the 
same macro NAICS group code in 
the same geographic region.

Global
All organizations matching 1) Industry 
classification, 2) Geography, and/or 3) 
organizations that have experienced an 
incident by type

Cluster
Selection of organizations grouped 
by granular NAICS codes, in the 
same geo location and slightly 
expanded size.

Sector
Organizations operating in the same 
macro NAICS group across the globe

Data Disclosure, Fraud and Business Interruption

Peer Group Analysis: Selected Tiers

3

5

2

1

4
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Data Collection - Fidelity vs. Effort

As we collect more 
data directly from the 
assessed company’s 
network our confidence 
measure will increase

Outside 
Information

Surveys and 
Interviews
Conducted across 
security and risk 
management functions –
provides back test 
baseline for tool output

Self Provided Data
Existing artifacts such 
as company logs, 
policies, assessments, 
solutions and 
configurations.

Data Collectors
Proprietary tools that 
collect data via API from 
existing cybersecurity 
and enterprise risk 
platforms

Empirical Tests
Non-intrusive attack 
simulations that test 
enterprise security 
capabilities

FI
D

EL
IT

Y

EFFORT

Inside 
Information

Self-
Attestation

Validated

A holistic assessment requires a variety of data collection approaches and sources

External Scans and 
Datasets
Scoping exercise for 
engagement – provides 
critical attack surface 
metrics and historical 
loss data context



Quantitative Methods for 
Describing Emerging 
Threats
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Large-Scale Event
SolarWinds 2020, WannaCry 2017, Net Petya 2016,

Cyber Events and Their Impact on Credit Risk
Select types of cyber events and sources of the resulting loss

Confidential Data Breach System Failure Malicious Activity Or Ransomware Theft of IP or Technology 

A Single Company Event
Equifax 2017, Marriott 2018

Disruption of the company’s core business Recovery costs Legal costs Damaged reputation
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Large-Scale Event
SolarWinds 2020, WannaCry 2017, Net Petya 2016,

Cyber Events and Their Impact on Credit Risk
Select types of cyber events and sources of the resulting loss

How can cyber events change the creditworthiness of affected companies?
• Impact EDFs
• Contribute to rating reviews
• Lead to corporate bankruptcies

June 2019: Medical testing giants Quest Diagnostics and LabCorp announced…that personal and medical information of about 19.4 
million patients had been compromised due to a breach of American Medical Collection Agency (AMCA), their billing collections vendor.

Retrieval-Masters Creditors Bureau Inc., which does business as AMCA, filed for Chapter 11 bankruptcy protection
https://www.forbes.com/sites/taylorarmerding/2019/

06/14/more-medical-mega-breaches-thanks-to-
third-party-insecurity/?sh=7ce624216111

https://www.moodys.com/research/Moodys-
places-SolarWinds-ratings-on-review-for-
downgrade-following-announcement--PR_437591December 2020

Confidential Data Breach System Failure Malicious Activity Or Ransomware Theft of IP or Technology 

A Single Company Event
Equifax 2017, Marriott 2018

Disruption of the company’s core business Recovery costs Legal costs Damaged reputation
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https://www.moodys.com/research/Moodys-places-SolarWinds-ratings-on-review-for-downgrade-following-announcement--PR_437591
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When do Markets React to Cyber Events?
Using EDFs to quantify the real-time market reaction

0.00%

0.01%

0.02%

0.03%

0.04%

0.05%

Equifax
US Corporates
US Business Services

0.0%

0.5%

1.0%

1.5%

SolarWinds
US Corporates
US Computer Software

0.0%

0.0%

0.0%

0.1%

0.1%

0.1%

Marriott
US Corporates
US Hotels

EDF EDF EDF

Cyber Event

Cyber Event

Cyber Event Cyber Event

What differentiates the magnitudes of impact?

Confidential data breach (retail 
customers) in a company’s core 
business

Confidential data breach (retail 
customers) in a hotel chain

Malicious activity: hackers used a SolarWinds 
software update, and its core business, to access 
the IT systems of hundreds of customers, ranging 
from corporations to government agencies

0.4%

1.1%

0.02%

0.033%

33
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Quantitative Modeling of a Cyber Event Impact
Challenges: Data sparsity & heterogeneous nature of cyber events

Cyber Event Scenario Type & nature of 
the cyber event  
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Quantitative Modeling of a Cyber Event Impact
Challenges: Data sparsity & heterogeneous nature of cyber events

Cyber Event Scenario Type & nature of 
the cyber event  

Translate the cyber event into a 
shock to a credit risk factor 

Probabilities of default for a credit 
portfolio under the cyber eventProjection

Quantitative 
Credit Model

Sensitivity of a company or of an 
industry segment to the cyber event

Cross-Sectional 
Overlay
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Quantitative Modeling of a Cyber Event Impact
Challenges: Data sparsity & heterogeneous nature of cyber events

Cyber Event Scenario Type & nature of 
the cyber event  

Translate the cyber event into a 
shock to a credit risk factor 

Probabilities of default for a credit 
portfolio under the cyber eventProjection

Data & Calibration

EDF / Asset Return Data
Accounting Approach – Losses 
Relative to Company Size 
Other data: equity prices (used in 
academic literature), CDS, Rating 
Changes, Defaults

Alternative Data
Segment / company data – past 
incidents, surveys, fundamental 
analysis

Qualitative Assessment

Quantitative 
Credit Model

Sensitivity of a company or of an 
industry segment to the cyber event

Cross-Sectional 
Overlay

36
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18 15 34

10 2 5

10 0 10

65 62 179

30 22 35

152 128 63

140 163 192

162 115 403

107 47 393

16 6 21

39 20 15

139 63 135

149 112 800

14 6 1

66 21 55

22 15 24

Industry 
Segment

Number of Past Cyber Events
Web Application

Compromised
Internal 
Errors 

Crimeware 
Ransomware

Accommodation 18 15 34
Administrative 10 2 5
Construction 10 0 10
Education 65 62 179
Entertainment 30 22 35
Finance 152 128 63
Healthcare 140 163 192
Information 162 115 403
Manufacturing 107 47 393
Mining+Utilities 16 6 21
Other Services 39 20 15
Professional 139 63 135
Public 149 112 800
Real Estate 14 6 1
Retail 66 21 55
Transportation 22 15 24

18

17

14

13

12

11

10

9

8

7

7

7

6

5

5

Alternative Data for Cyber Risk 
Searching for measures of segments’ sensitivity to cyber events 

Verizon Dataset of Cyber Incidents
32,000 Incidents Over 2020, Global Dataset.

Industry 
Segment 

Cost per 
firm-year

Million USD

Financial services 18
Utilities and energy 17
Aerospace and defense 14
Technology and software 13
Healthcare 12
Services 11
Industrial/manufacturing 10
Retail 9
Public sector 8
Transportation 7
Consumer products 7
Communications 7
Life science 6
Education 5
Hospitality 5

Ponemon Survey (2017)
Annualized Cost of Cyber Crime, Global 

Sample, 254 organizations

MIS – Cyber Risk Heatmap (2019) 
Qualitative Assessment

Constructing a segment-level score of sensitivity to cyber events

For challenges of cross-industry 
comparisons, see the report

For challenges of cross-industry 
comparisons, see the report
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Cyber
Event

Quantifying a Cyber Scenario
Cross-sectional impact of a large-scale attack on credit

Cyber scenario calibrated to three 
times WannaCry or Not Petya 
ransomware attacks

• The segments with the most 
pronounced PD shocks include 
HEALTHCARE and FINANCE

• On the other hand, segments such 
as REAL ESTATE see little impact

Projected Annualized Cumulative PD 

38

Resiliency of companies 
that recover from the 

cyber event

0.0%

0.5%

1.0%

1.5%

2.0%

2.5%

3.0%

3.5%

4.0%

4.5%

5.0%

Launch-Off
Date

Quarter 1 Quarter 2 Quarter 3 Quarter 4

Accommodation
Construction
Education
Entertainment
Finance
Healthcare
Information
Manufacturing
Mining+Utilities
Professional
Real Estate
Retail
Transportation
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Quantifying Emerging Threats: Climate Hazards
Natural disasters and affected firms post-event excess asset returns

Ozkanoglu, O., Milonas, K., Zhao, S., 
Brizhatyuk, D., “An Empirical 
Assessment of the Financial Impacts 
of Climate-related Hazard Events” 
Moody’s Analytics Research Paper, 
December 2020.

39
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Pandemic Credit 
Data & Analytics

Cyber Climate

Alternative 
Data

ESG

Credit Assessments and Emerging Threats

Fundamental 
Analysis

Quantitative Credit 
Models

By their nature require articulation using alternative data

Pandemic

MIS Survey
VisibleRisk

427 
Vigeo Eiris

Issuer Profile Scores
Orbis, Grid

Cortera

“if you’ve seen one pandemic, you’ve seen …                                                        
one pandemic.” Adam Kucharski 
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Q & A
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